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Sniff'em 1.01
Whitepaper

Graphical user Interface

Main Graphical user interface Gee: asaiion J
Sniffem™ uses a simple Graphical User interface, Which  smr—_ —_— — ——
allows simple usage while conserving powerful user
manipulation. The main Graphical User Interface (GUI) is Packetist

divided into three parts: The Packet list, Packet view and

Packet decoding view.

Packet decoding
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Packet List
The Packet list pane displays incoming and outgoing Network packets in
Chronological order.
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Additionally a right-click menu offers flexible options to Save, Edit R
Select, Remove, Invert, Export, Find, Refresh. Irveet seleclion

Packet Decoding

In the Packet Decoding view Packets are decoded and 41 mww MAT Header |
displayed in a Tree based structure. The main nodes are the 7B o Fesc
different protocol Headers and Field values. These 3 panes = Hj-afe-Lfn_s{mznb?«
interoperate based on User input, if you select a value from el ey
the Tree it will automatically show you where that value is o b 'F'i;";'['gfég}u'] 163t
located inside the raw Packet data in the Packet View by o _Tone Tl e = tf

colouring the data parts of the packet in Blue.

Double clicking a Tree view entry allows you to change the e -1
value of the selected field, which will immediately mirror the | -
changes in the raw packet data and as such in the Packet view. = . e
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Packet View

The raw packet data will be D001 20 53 52 43 00 00 44 45 53 54 00 00 08 00 45 00
represented in the Packet View, and B e S S P it
Hexadecimal as well as an ASCIl view =~ o -
on

the packet data. The selected Data part will be displayed as RED and is browsable
by using your direction keys on your keyboard. BLUE values are displayed if a
correspondent Packet Decoding Value has been selected. These values can be
changed on the fly, by simply selecting the Packet view and typing on your
keyboard, as such you are able to immediately change the contents of captured
Network packets, even more, you are able to send them over the ether in the
changed or original state.

Again, a right-click menu offers flexible options such as New He Packet

packet, Load packet, Save packet, Copy C style, Copy Packet bt

style. The two copy options will copy to the raw packet data to the Ze bk
Copy 1o C e

Clipboard, for further interaction.

Buffer Decoding

While the main Graphical user interface is a real-time T —
display, the Buffer Decoding view does additional — .
T —————————————

broad overview over the Network usage and Network
captures currently within the Buffer.

clustering, reassembly and decoding routines to offer a P TR =m———r—

The Buffer Size can be adjusted in the Settings menu, the
more available RAM your PC configuration has the more
Packets the Buffer can hold. Note that Sniffem™ offers a
way to open saved projects that has more packets than the : 4
Buffer can hold. '

Facket Wiew

Buffer Decoding Tree

Buffer decoding is like the Packet decoding view Tree based o 8 71224794
structure representing the Source IP (Hostname or equivalent) ?@gmm "
together with the correspondent decoded protocols. Contrary Bl aigmie |
to the Packet decoding view these protocols are session 5 @gmﬂmm
reassembled. As such, you are able to browse a whole Telnet B8 653815110
session done by a host; you can follow exactly what they - @gmmnwr

typed, in either ASCII, HEX or Packet data. The same goes for
POP3, SMTP, IRC, IDENT, NETBEUI, DNS, HTTP and many more.

Packet List

The Packet List within the Buffer Decoding i cew J5evar | GoniPoat | SevscFan
View shows the connections between Client 1 s zzzisese sopEre s 0
and Server based on the protocol chosen, : BRI ZZAISs— D e
for instance if you choose POP3 for it is going to list all captured Network packets
that were send from the selected IP to that Host using POP3 as Protocol.
Furthermore it offers yet another right-click menu that lets you access the tagging
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feature of Sniffem™ which is described in a paragraph at the bottom of this page.

Packet View

This view diSp|ayS the content of the GET fframes/ad. htelrgroup=secnsusscount=2 HTTE/L.0
decoded Packets, as example, for HTTP,  [5E500 i eacus. coneranes ot ntat rozoup-secs
It ShOWS a” GET’ POST requeStS and thelr E:iu:fi::.::; ’{Efl::'lf:.j-:-t:‘?ﬁ [de]C-CCE-MCTr OT (Win%a; 0O)
response, for Telnet every command send  sost: ww. securicyeocus. con _
and received. Note that you may choose if - i asednmnimaism. dmnssees, 2esr
you only want to see the Received data,

the Send data, or both, additionally you may view the content as plain ASCII or

HEX or structured packet data.

Handy Feature Tagging

Right clicking on the Packet list within the 4 hoi :
Buffer Decoding view gives you the possibility 15 cea: B -
to tag Session reassembled by Sniffem™ and
made visible inside the Main Graphical user interface.

The example bitmap shows a HTTP tagged packet and the result in the Main
Graphical User Interface, note that you may tag @109 31010, 201241 v hemepegencw com 212 24,15,
five different Sessions which will have attributed ®1%2-820m 7224 #2219 7% e
five different coloured icons. Easy to spot these sessions within the Main graphical
User Interface Packet List using this neafty feature.




